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Abstract: The paper deals with the issue of critical infrastructure, with emphasis on the economic 
aspect. Funding is the important precondition of critical infrastructure operation. Currently 
in the Slovak republic and the EU, fi nancial schemes are proposed whose primary function 
is to implement the funding to improve safety in the SR and EU. The fi rst scheme (SR) is 
based on the tasks set by law. The second scheme is based on the EU strategy - funding is 
associated with improving the security of its member countries.
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Introduction
One of the government’s functions is to protect 

the citizens. Globalization, increasing independence 
and complexity, new technologies and climate 
change create new challenges for the government 
and its approach to security policy. The approach 
identifi es signifi cant assets in terms of State functions 
and protection of citizens` life in it. This approach 
underlines the concept of critical infrastructure (CI).

The concept of the critical infrastructure has 
its political, social and economic dimensions. The 
paper deals with the CI - emphasizing the economic 
aspect. The economy of CI is important for several 
reasons: the fi rst are the costs associated with the 
elements of CI and its business continuity; another 
reason is to identify elements of CI for the given 
level of safety and the relation between security 
and CI. The approach of quantifying losses, from 
which can be derived approach streamlining 
decision-making process for cases to minimize the 
associated risks with its occurrence, is presented 
in the paper. At the end of the paper, the fi nancial 
mechanism of sectoral CI in the Slovak republic 
is described - working proposal and other items 
associated with its application.

Materials and methods
External and internal challenges, threats 

caused that the concept of CI was designed and 
implemented, which contains “… physical resources, 
services, information technology facilities, networks 
and infrastructure assets, which, if disrupted or 
destroyed, would have a serious impact on critical 
societal functions, including the supply chain, safety, 

security, economic or social well-being of people or 
of the functioning of the Union or its Member States 
(On the identifi cation and designation of European 
critical infrastructures and the assessment of the need 
to improve their protection, 2008; Interinstitutional 
document, 2011).

The Act Nr. 45/2011 on critical infrastructure 
was approved in the Slovak Republic. It provides 
a defi nition of critical infrastructure elements 
as follows: “Disruption or destruction of civil 
engineering building, service in the interest of 
public and information system in the sector, having 
potentially serious adverse consequences or the 
conduct of economic and social functions of the 
Country, and thereby the impact on the quality 
of life, protection of life, health, safety, property 
and environment according the sector criteria and 
cross-cutting criteria.” (Act Nr.45, 2011: 434).

CI can be described by:
• its assets, services and products,
• facts whose consequences can cause fatal impact 

on the activities of the whole society (economic 
and socio-political system),

• set of elements that are interconnected.

The specifi c feature of any CI is interdependency. 
It is a bidirectional relationship between two 
infrastructures through which the state of each 
infrastructure infl uences or is correlated to the state 
of the other (Rinaldi et al., 2001).

Interdependency has relations to:
• reliability of CI elements,
• identifi cation of connections within sectors and 

among subsectors, 

Review article

pp. 49 - 52, DOI 10.35182/tses-2012-0004 



Transactions of the VSB - Technical university of Ostrava

Safety Engineering Series, ISSN 1805-3238

Vol. VII, No. 1, 2012

50

• evaluation of economic impacts due to sector, 
subsector or element dysfunction.

Any CI consists of sectors, subsectors and 
elements that fulfi ll predefi ned objectives. 
Functionality of the sector transport has infl uence 
to e.g. economic and social security. Based on the 
analogy - defi ned functions of sectors, sub sectors 
and elements have interrelations to the security of 
State and its citizens. And in the other words, each 
element must be fi nancially supported to keep the 
stability, functionality and its function (Keeping 
the Country Running: Natural Hazards and 
infrastructure, 2011).

Results
The key drivers and trends of critical 

infrastructure in the Slovak Republic are:
• the infrastructure is owned and managed by 

public and private sectors and the average age of 
structures increases,

• the cooperation between private sectors and state 
organizations is the challenge for the future; only 
cooperation can fulfi ll the objectives and increase 
security, 

• the improvement, investments and maintenance 
costs are rising,

• the government is fi nancing critical infrastructures 
- it is seen as the state objectives but the fi nancial 
sources tend to be more and more limited,

• the cyber sphere started to be the most critical part 
of the infrastructure

• functionality of critical infrastructure is also 
determined by climate change and technological 
innovations.

The concept of CI comes from the idea to 
achieve the level of security while not to threaten 
fundamental functions of the State or system of 
States (EU). Therefore it is important:
• to perform investment and maintenance in order to 

keep predefi ned reliability of CI elements,
• to elaborate such schemes of cooperation among 

state authorities, operators of CI to support 
rational, effective approach,

• to establish such an early warning systems that 
minimizes consequences due to effects - cascade, 
escalation and common cause,

• to evolve the concept of National critical 
infrastructure, what means to establish 
organizational bodies responsible and capable to 
deal with the CI framework. (Critical Infrastructure 
Resilience Strategy, 2010).

Catastrophic consequences can be quantifi ed 
fi nancially - in relations to a very specifi c situation 
can be expressed very differently. (Grossi and 
Kunreuther, 2005; Hochrainer, 2006; Kelíšek et 
al., 2010; Šenovský, 2011). The application of 
appropriate measures in the right time may seem 
to be rather theoretical but in practice allows us to 
approve the hypothesis:
- because of CI effects (cascade, escalation and 

common cause) the consequences will be steep 
(exponentially) and therefore the objective on the 
system resilience is warranted. 

Fig. 1 Economic optimization confl ict in crisis 
management 

The intersection of curves expresses the confl ict 
of crisis management optimization, where the cost 
of disaster recovery and the effects are these two 
variables. The intersection is a point where costs are 
economically viable for a given magnitude of the 
consequences.

After defi nition of elements based on the sectoral 
and cross-cutting criteria, it is important to propose 
a fi nancial scheme. The traditional funding of CI comes 
from the state budget. Financial transfers from the 
budget are conducted to operators for their investments 
and operational activities based on the law.

According to the bill Nr.45/2011 about critical 
infrastructure:

„An operator has the claim to fi nancial amount 
to fulfi ll obligations related with the application of 
measures (see § 10) and to the central authority in 
the fi eld of CI, an operator belongs to the sector and 
if the central authority declared it and this obligation 
comes from other regulations. Rules for providing 
fi nancial contribution will be declared by the 
specifi c declaration issued by the responsible central 
authority. “ 

Based on the law the process of fi nancial scheme 
in Slovakia is as follows:
• a central authority is appointed responsible for 

management (also fi nancial) of relevant operator,
• operator submits the query to fi nancial support to 

the competent central authority,
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the planning process for the Government of the SR 
(Ministry of Finance) to prepare assumptions for 
a draft of state budget (3). The government proposal 
is approved in the parliament (5) and the funds are 
allocated to the central authority (4). Based on the 
allocated funds, a central body (responsible for 
the sector) can fi nance the activities to support CI, 
required by the law.

Fig. 2 Funding of CI in the SR 

The fi nancial amount for a sector and all sectors 
therefore creates signifi cant requirements on 
resources from the state budget. The Government 
rational approach (identifying elements of CI vs. level 
of security measures) will be vital, which will not 
only solve the issue of fi nancial resources availability 
but also a safety requirement dedicated to CI.

The European Union within the objective to 
increase security of Member States and across the 
Union is elaborating measures to increase their CI 
security. The Commission proposed to set up an 
Internal Security Fund (Interinstitutional document, 
2011). The objective of the Fund will be to support 
strategic priorities that come from Union’s Internal 
Security strategy:
• preventing and fi ghting against cross-border, 

serious and organized crime,
• raising the levels of security for citizens and 

business in cyberspace,
• preventing terrorism and addressing radicalization 

and recruitment,
• raising capabilities to protect critical infrastructure 

in all economic sectors,
• increasing Europe`s resilience to crisis and 

disaster.

As can be seen from the list of objectives, the 
application of the Fund will be also directed towards 
CI funding. The EU not only declares the priority to 
secure CI but via the Fund it established fi nancial 
sources to fulfi ll this objective. 

Total amount of 1 128 mil. € is assumed for 
period of 2014-2020. This amount will be split 

• the central authority will review the eligibility 
of requirements (costs) accordance to law and 
internal regulations.  

The fi nancial requirements of the operator will 
have to be incorporated into the planning mechanism 
of the central authority. Also, because of possible 
extra costs it is suitable to think about the fi nancial 
reserve for this type of situations.

The government of SR according to the law 
approves the strategy, interdepartmental program of 
CI to fi nancially cover the objectives based on the 
law. It also defi nes sectoral criteria and it decides 
to incorporate/eliminate any element from CI. 
The government fulfi ls the objective of the central 
authority, whose functions are based on management 
and coordination of individual ministries, sectors 
and elements of CI. To accomplish this task it will 
be necessary to use the institutional and personal 
capacities in the Government Offi ce.

The concept of control which is incorporated 
in the Ministry of Finance Working Paper 
(Interinstitutional document, 2011) has a specifi city 
that has historical reasons. The control performs on 
the submitted paper documents is demanding not 
only fi nancial control - adequacy in terms of the 
amount, but also eligibility requirements, which is 
related to the professional profi le of control. In that 
regard, it seems to be consistent, if the transport sector 
is in the competence of the Ministry of Transport, 
Construction and Regional Development of SR. It is 
expected that staffi ng has the professional expertise 
and has the capacity to assess the requirements of 
the operator not only in terms of security but also 
the adequacy of CI to traffi c safety. It is questionable 
whether this requirement is met if the Ministry of 
Finance - are subject to control are expenses applied 
in the information and communication technologies.

Law (Act Nr. 45, 2011) defi nes security measures 
to protect security of an element as follows (§ 10):
• mechanical barriers,
• technical security resources,
• security elements of information systems,
• physical protection,
• organizational measures,
• control measures,
• and their combinations.

An operator declares its application to refi nance 
expenses in relation to investment/operational 
expenses based on the law (1). After checking formal 
and content requirements, the implementation of 
payment or its denial is made (2) (and the operator is 
notifi ed). To cover these requirements in the sector, 
a central authority has to formulate the request in 
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in the ratio 50/50: member States will obtain an 
indicated amount of 564 mil.€ for national programs, 
emergency assistance and technical assistance. The 
rest will be implemented under direct and indirect 
management. 

The current situation in Slovakia in this issue is 
as follows:
• Government Resolution Nr.356/2011 was 

approved, the document defi nes sectoral and 
cross-cutting criteria to determine the elements of 
CI (confi dential)

• Government Resolution Nr.751/2011 was 
approved the document Proposal of a list of 
CI elements and their inclusion into CI sectors 
(confi dential),

• individual ministries elaborate sectoral risk 
analysis.

Conclusion
For the near future it is important in the SR:

• defi ne criteria to incorporate an element into CI 
( take account relation between security and 
economy - available funding),

• analyze the experience of stakeholders and based 
on identifi ed weaknesses apply the measures 
leading to greater effi ciency and increased security 
of CI,

• create organizational structure, prepare the staff  
to deal with CI problems,

• elaborate strategy of National Critical 
Infrastructure,

• create permanent platform for communication 
of relevant subjects: ministries, operators and 
academics. 
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